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INADINT19IUE18 Network Engineer

ndeImsIaILeny Systems Administrator

NADINTINAIUAY Network Security Operations

NABIM39NIUEY Network Security Specialist
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1.0 Networking Fundamentals 24%

2.0 Network Implementations 19%

3.0 Network Operations 16%

4.0 Network Security 19%

5.0 Network Troubleshooting 22%

Total 100%



- Explaining the OSI Model and TCP/IP Models

- Explaining Properties of Network Traffic

- Installing and Configuring Switched Networks

- Configuring IP Networks

- Installing and Configuring Routed Networks

- Configuring and Monitoring Ports and Protocols
- Explaining Network Applications and Storage
Services

- Monitoring and Troubleshooting Networks

- Explaining Networking Attacks and Mitigations
- Monitoring and Troubleshooting Networks

- Explaining Networking Attacks and Mitigations
- Installing and Configuring Security Devices

- Explaining Authentication and Access Controls
- Deploying and Troubleshooting Cabling Solutions
- Implementing and Troubleshooting Wireless

- Comparing and Contrasting WAN Technologies

- Identifying Site Policies and Best Practices

Lab Day 1
® Lab 1 - Lab Basic Network

® Lab2 -LabIPv6
® Lab 3 - Lab Static Route
® Lab4 -Lab STP&VLAN

® Lab5 - Lab NMAP



Lab Day 2
® Lab 6 - Lab DNS Server & Mail Server

® Lab7 - Lab SSH Server
® Lab 8 - Lab SNMP & Syslog Server

® Lab9 - Lab Radius Server

Labl0 - Lab ACL (Firewall)

Lab Day 3
® Lab11 -Lab Wi-Fi

¢ Lab 12 - Lab WAN & VPN

® Lab 13 -Lab HA (LACP & VRRP)
® Lan 14 - Lab NAT

¢ Lab 15 - Lab Backup & Restore

® Lab 16 - Lab DDoS Attacks

- Exam Tutor
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http://www.jodoi.com/trainer/Trainer Kriangsak.pdf
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