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1. Router(config)#access-list (access number) (permit,deny) (protocol tcp,udp,icmp) SA wildcard DA
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2. Router(config-if)#ip access-group { number access | name in | out }
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R1(config)#interface s0/0

R1(config-if)#ip access-group 1 in
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R1#show running-config
interface Serial0/0

ip access-group 1 in
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R3(config)# access-list 101 deny tcp 172.16.3.8 0.0.0.7 host 192.168.1.5 eq 80
R3(config)# access-list 101 permit tcp 172.16.3.8 0.0.0.7 any eq 80
R3(config)# access-list 101 permit tcp 172.16.3.8 0.0.0.7 any eq 443
R3(config)# access-list 101 permit tcp 172.16.3.8 0.0.0.7 any eq 53
R3(config)# access-list 101 permit udp 172.16.3.8 0.0.0.7 any eq 53
R3(config)# access-list 101 permit tcp 172.16.3.8 0.0.0.7 any eq 21
R3(config)# access-list 101 permit tcp 172.16.3.8 0.0.0.7 any eq 23
R3(config)# access-list 101 permit tcp 172.16.3.8 0.0.0.7 any eq 25
R3(config)# access-list 101 permit tcp 172.16.3.8 0.0.0.7 any eq 110
R3(config)# access-list 101 permit tcp 172.16.3.8 0.0.0.7 any eq 143

R3(config)# access-list 101 permit icmp 172.16.3.8 0.0.0.7 any
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R3(config)#interface Serial0/0

R3(config-if)#ip access-group 101 out
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